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 qTSP

• INDIREKT betroffen

 viele DIREKT betroffenen Kunden

• DIREKT betroffen

 Managed (Security)
Services

PUBLIC



PAGE 5 CRYPTAS International GmbH
Franzosengraben 8 . 1030 Vienna . Austria . T +43 (1) 3 555 3 - 0 . E info@cryptas.com

cryptas.com . prime-sign.com . cryptoshop.com
Vienna | Graz | Düsseldorf | Hengelo | Stockholm

Nach dem Audit ist…
…vor dem Audit
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NIS2 Artikel 21: Cybersecurity risk-management measures 
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 Policies on risk analysis and information system security
 Incident handling
 Business continuity (backup management, disaster recovery

and crisis management)
 Supply chain security
 Security in network and information systems acquisition, development

and maintenance
 Cyber hygiene and training
 Procedures to assess the effectiveness
 Procedures regarding the use of cryptography and encryption
 Human resources security, access control
 Multi-factor authentication, secured communication systems
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Technological Measures
Implementing “State of the Art” mechanisms

Organizational Measures
Management systems like ISMS and BCMS

Operational Measures
including SIEM or CSIRT/SOC

 Level: “State-of-the-art” and relevant standards
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Konkretes Beispiel: Kryptografie und MFA
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„… wesentliche und wichtige Einrichtungen … ergreifen geeignete und verhältnismäßige 
Maßnahmen … unter Berücksichtigung des Stands der Technik und einschlägigen Normen … 
beruhend auf einem gefahrenübergreifenden Ansatz … welche zumindest umfassen:
…
h) Konzepte und Verfahren für den Einsatz von Kryptografie und gegebenenfalls Verschlüsselung
…
j) Verwendung von Lösungen zur Multi-Faktor-Authentifizierung oder kontinuierlichen 
Authentifizierung
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ISO/IEC 29115 – Entity 
authentication assurance 
framework

Relevant criteria for Levels of Assurances (LoAs)
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Anforderungen
an Faktoren



DORA Regulatory Technical Standards (DRAFT)
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NIS-2
DORA
ISO 27001

Authenticity

Integrity

Confidentiality

Accountability

Availability

User   | Devices & Services | Software | Data
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2-Faktor
Authentifizierung
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Authentication 
Portfolio

PKI

FIDO

OTP token

OTP out-of-band

Password

Two 
Factor

Asymm.
Crypto 
Based

Single 
Factor

Shared
Secret

Independent 
and offline 
verifiable 
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Private PKI
e.g. domain logon, VPN, OWA, ....

Federated PKI
Identity Provider / Digital Signature

Alternative Authentication
FIDO, One-Time-Password Generator

Add-On-Applications
e.g. EmergencyApp, Ticket-Store, …

RFID-Emulation
e.g. Mifare,  NFC, Legic “Card-In-Card”…

Contact Interface
ISO

 7816 based for standard readers

Contactless Interface
ISO

 14443 based for N
FC

, PAC
S,…

Cost efficient 
Existing environment

Reliability 

Mobile Environments
Fast Transactions

NFC Compatibility
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PKI Smart Cards “legacy” ?

+ 30 years of standardisation lead to broad integration of technlogogy

+ Technological independency (algorithms, systems, protocols…)

+ Long term proven in different significant application fields (payment, government, network…)

+ De-coupled, cross-organisational Identity Management System

+ interdisciplinary approach (from technology via von governance to legal)

+ Well established in European legal framework (eIDAS)

Much more than yet another authentication scheme!
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Credential 
Management
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About 
Intercede
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• Cybersecurity
software company
focused on digital
identities, credential
management and
strong
authentication

Focus

• 100 employees in UK
and US

• All development in
house

• Support
• Professional Services

People

• 20+ years of subject
matter expertise

• Standards bodies
and industry alliance
cooperation

Experience

• ISO 27001
• ISO 9001
• Multiple ATOs
granted

Certified

• Government, Military,
Aerospace &
Defense, Healthcare,
Banking,
Manufacturing…

Customers

• From hundreds to
millions of users

Scalable

• Commercial off-the-
shelf product family

• Available standalone
• Integrated solution

Products

• Technology partners
• Integration partners
• Reseller partners

Partners
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What is MyID?

Person Digital identities Usage

Secure 
email/signing

PACS LACS Encryption

Credentials

OTP Certificates Username
/passwor

d
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What is MyID?

Person Digital identities Usage

Secure 
email/signing

PACS LACS Encryption

Credentials

OTP Certificates Username
/passwor

d

assured identities trusted credentials

Devices

Smart phones USBs PCs/laptopsSmart 
cards
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What is MyID?

Person Digital identities Usage

Secure 
email/signing

PACS LACS Encryption

Credentials

OTP Certificates Username
/passwor

d

assured identities trusted credentials

Devices

Smart phones USBs PCs/laptopsSmart 
cards

Post-issuance

• Unlock
• Renewal
• Recovery
• Replacement

• Biographic data
• Biometrics
• Document scans
• Physical signature

Registration ID verification

• Background checks
• 1:N biometric checks
• Escalation
• Witnessing

HSM
s

Printers

PKI

OTP servers

Device and credential management
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Typical Credential Management Schema
Directory

Door Access

IDMS

Bureau

Authentication

CA

Cardholder

Issuer

Security

Virtual Cards
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Self Service!
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